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Victor Valley Community College   
18422 Bear Valley Road Bld. 10 

Administrative Services VP-John Nahlen 
Victorville, CA 92392 

 
REQUESTS FOR INFORMATION AND RESPONSES 

 
Managed Information Security Systems 

February 25, 2022 
 

All proposal must be mailed or delivered by courier or in person to above address 
 

1. Model numbers of existing hardware? 
 

          Answer: Aruba 5412 (Core), Aruba 2540 switches (Edge), Palo Alto 
          5220 Firewall, Kemp Load Balancer  

 
2. Bandwidth of all WAN Circuits? 

 
           Answer: Redundant 10G circuits  

 
3. Average Utilization of all WAN Circuits? 
 

           Answer: <50% 
 

4. In the Project Scope, it states that VVC is seeking a Managed Security Service. 
Are you looking for that to be “fully managed” (without any involvement form 
VVC) or “co-managed” (where VVC is involved with Versa in the management 
and maintenance)? 
 
Answer: VVC is seeking a solution where the service provider has the ability to 
react to a security incident without intervention from the IT team, but also allows 
us the flexibility to make changes to infrastructure and critical systems. 
 

5. We did not see an NDA attached with the RFP package. Some of the questions 
in the RFP would require an MNDA be executed? 

 
          Answer: If the company requires an NDA to answer a question, note  
          “NDA requested to answer question”. The District will entertain NDA if interested. 
 
 

6. 3(f) refers to a sample contract. We did not see an example of a sample contract 
for our legal to review. Would you supply us with that sample contract?  

 
          Answer: Contract negotiation will occur at final selection. 
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7. Anticipated timing to execute a contract? 

 
          Answer: Contract target date: June 14, 2022. 
 

8. Anticipated timing to begin working on the managed security solution? 
 
          Answer: Work to begin July 1, 2022. 
 

 
9. Under Section C – ‘Tab 4 Cost Proposal’ – it is mentioned  “Each Proposer must 

submit, Pricing Response Form Section F” We could not locate any ‘Section F or 
Pricing Form’  

 
          Answer: Pricing proposals will be required for short-listed firms. 

 
 

10. Zoom link to be provided on the VVC site to submit the RFP response, however, 
it is not provided yet? 

 
Answer: The Zoom Link will be provided days prior to the bid opening on both 
VVC webpages Public Notices and Facilities. 
 
 

11. How does VVC expect to receive pricing from the Proposer (i.e. fixed cost, hourly 
rate, monthly services cost, licensing cost, etc.)?  
 
Answer: Fixed cost with monthly payments. 
 

 
12. VVC states on page 10 “Each Proposer must submit, Pricing Response Form 

Section F”. No such form was included in the RFP. Can you please send the 
Pricing Response Form? 

 
Answer: Pricing will be asked of short-listed firms. 

 
13. On page 5 of the RFP, VVC states “Hardware and software are replaced free of 

charge if defective, outdated or if the quality or availability of the implemented 
systems are no longer guaranteed by the manufacturer.”  VVC lists servers, such 
as Windows Server 2008, 2008 R2, 2012, etc. which are either End of Support or 
outdated OS.  Is the expectation for the Vendor to provide server OS software and 
other hardware free of charge if existing VVC hardware or software qualifies under 
the above requirement?  
 
Answer: The referenced statement only applies to vendor supplied hardware and 
software. 
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14. On Page 4 of the RFP, VVC states “Information Security Use Cases” followed by 

“separation of traffic – student from facility from server from management”. Are the 
policies and controls in this section in place today or what VVC would like the 
Vendor to implement? 

 
Answer: This was just used as an example of possible use cases and not 
necessarily one that we are looking to implement. VVC is looking for vendor 
recommendations to improve our security posture and if this happens to be one of 
the suggestions made it VVC IT staff would be responsible for making the 
necessary changes to our network infrastructure. 

 
15. In Appendix A, VVC refers to “the solution” and lists requirements for this 

solution.  Is the expectation for the Proposer to provide all hardware, software, 
licensing and services to meet the solution requirements?  
 
Answer: VVC is open to proposals for both hybrid (vendor uses existing hardware 
and software) and all-inclusive solutions. 

 
16. VVC lists existing security solutions and services on pages 3 and 4. Are these 

hardware, software and licenses to be used by proposer as part of “the solution” 
in regards to Appendix A? 

a. If yes, please provide greater detail regarding the quantities, models, 
specific licensing, software versions, hardware versions for all current VVC 
information security solutions and services.  
 

           Answer: Please see response to question #6 
 

17. Appendix A, Requirement 1 states “Does your solution support the following 
applications?” Please define support in regards to the applications listed in 
Appendix B.  
 
Answer: Will any solutions employed integrate with the solutions identified. For 
example, if your solution includes an end-point manager will that software work 
with the identified products. 

 
18. Appendix A, Requirement 20 states “Does the solution have a Security Operations 

Center (SOC) supporting the solution?”  Please clarify what the solution is defined 
as in this requirement.  
 
Answer: In this context the SOC is referring to 24/7 monitoring performed by 
individuals that can respond immediately to a threat.  
 

19. Appendix A, Design requirements 1 states “Does the Proposer describe the 
solution’s architecture and identify the main hardware/software components that 
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comprise the architecture and their functions”. Please clarify what the solution is 
defined as in this requirement.  
 
Answer: If your solution includes hardware such as a firewall, servers, end-point 
monitoring software, etc. please include a description of this in your proposal. A 
diagram showing how the various components interact would also be helpful. 

 
20. Per Appendix A, Design Requirement 5, please describe the expected VVC 

growth.  
 
Answer: Please plan for 15% growth over the next 5 years. 

 
21. Per Appendix A Interface Requirements 2, is the provision and management of all 

third-party management tools (NetFlow, Splunk, etc.) outside the scope of the 
solution?  
 
Answer: No. Management of such solutions is central to the services VVC 
requires. Because SIEM is critical to any security solution we expect that the 
winning proposal will include management of these tools. 

 
22. Per Appendix A, Security Requirements 9, VVC states “Define what applications 

are proposed to provide each of the above questions 1, 2, 3, 4, 5, 6, 7, 8, security 
infrastructure.” Please clarify applications as it relates to this requirement and 
define the inclusion of security infrastructure.  
 
Answer: Does your solution require software to accomplish the requirements 1-8 
in the Security Requirements section and if so what solutions do you use? For 
example, if you intend to deploy a Palo Alto firewall with NGFW capabilities please 
note that for item 1. If the solution is noted in your explanation for the section please 
put “SEE ABOVE” in this section.  

 
23. Per Appendix A Security Requirement 12, please list all VVC sites.  

 
Answer: Main Campus, Regional Public Safety Training Center and Southern 
California Logistics Airport  

 
24. Per Appendix A, Security Requirement 15, VVC states “your application” referring 

to the Proposer. Please clarify the definition of this application in this requirement 
as it relates to the solution.  
 
Answer: This is referring to how the solutions you employ can be limited to devices 
and “locations” specified by VVC. For example, can your solution be configured to 
protect end-point devices in one department but not another? 
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25. Per Appendix A, Security Requirement 16 and 17, please clarify what “new 
devices” are in the context of the solution. Is Proposer required to provide these 
“new devices”?  
 
Answer: This is referring to the introduction of devices on the network and how 
they are identified and authorized before being added to the solution. As a college 
VVC has many BYOD devices that use our network on a daily basis, these devices 
are out of scope for this project but could potentially be identified by a solution that 
scans the network for devices. The question is asking how your solution identifies 
when devices have been added to the network and the requirements to officially 
add these devices to the new solution for scanning, log aggregation, etc. 

 
26. Per Appendix A, Resource Requirement 1, please list and describe the existing 

solutions and services at all branch offices.  
 
Answer: Palo Alto 5220 – Edge Firewall, Sophos Intercept X Advanced, Sophos 
Intercept X Advanced for Server. 

 
27. Per Appendix A, Integrity Requirement 2, VVC states “the proposed management 

software”. Is management software a requirement of the solution?  
 
Answer: No. Management software is not a requirement. If existing solutions are 
to be used the management portals for these will suffice.  

 
28. Per Appendix A, Integrity Requirement 8, please clarify what the “audit process” is 

referring to as a requirement of the solution.  
 
Answer: Describe how your solution identifies vulnerabilities in end-point devices 
and the tools it employs, such as port scanners, vulnerability scanners, patch 
managers, etc.  

 
29. Per Appendix A, Management Platform Requirements 1, please define “the 

solution” as it relates to a management platform.  
 
Answer: The “solution” refers to the collection of tools you use to provide the 
managed service.  Does your solution have a single pane of glass where you can 
monitor in real-time, add devices, make configuration changes, etc? 

 
30. Per Appendix A, Management Platform Requirement 11, please define “the 

solution” as it relates to it being a product.  
 
Answer: Does your solution employ third-party solutions and if so will SLAs inhibit 
your ability to react to threats or remediate known issues? 
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31. Per Appendix A, Management Platform Requirement 16, please clarify whether 
the existing security solutions and services provide this functionality. 

a. Does VVC currently utilize LTE and 3G devices which are monitored and 
managed by a dashboard?  
 

           Answer: No. 
 

32. Per Appendix A, Systems Operations and Support Requirement 7, please define 
CPE as it relates to the solution.  
 
Answer: This refers to the flexibility of the solution to adapt to changes in naming 
schemes such as those published by NIST for CPE.  
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